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粒子群特征优选的 SVDD 入侵检测研究 
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摘  要： 针对入侵检测中样本集维数较高问题，提出一种基于粒子群算法（PSO）优化的

支持向量数据描述（SVDD）方法，将其应用于网络异常入侵检测.该方法采用粒子群算法消

除支持向量数据描述中的冗余参数并对数据降维，并建立 SVDD 超球体模型，对网络入侵数

据进行检测并输出入侵检测结果.在 KDD CUP’99 的标准检测数据集上进行仿真实验，结果

表明该方法和传统的 SVDD 相比不仅能够有效提高检测率，而且计算量较小. 
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Abstract： Concerning the data set of high dimensions in intrusion detection, the new algorithm 

based on support vector data description (SVDD) which optimized by particle swarm optimization 

(PSO) was proposed. In the improved algorithm, at firstly the particle swarm optimization was 

used to remove redundant features and reduce the data dimension in support vector data 

description. And then, the support vector data description built a super sphere model to detect 

the attacks from internet by analyzing the network connection data. Results from the 

experiments with the KDD CUP’99 network data indicate that the method of PSO-SVDD is better 

than traditional one class classifiers algorithm, which can improve the efficiency of intrusion 

detection and reduce the false detection rate. 
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