WEFEEEAL BT 537 %5 5 17 20204E 5 H

ET Wi-Fi [FIERFE B ANSGARKEI RS

TR, W OB, RNE, 2 T
(mFRY FE¥, =~F E% 650091)

. PEECLEARARM GEAE, Wi-Fi O4) 2N T AR NSUR, Tk
AR TEBE A BN NAZ AL 2 AT B S A3 A A ) s P I F R S5 S I PR A vk &6
M LUEREA ) 5 M REAPAE D K ZE 5, RSO T — R T Wi-Fi (5 8RS B % ) 25
MNAZETIFR S, R Wi-Fi 38 AR FE RS B (CSD e i AR 305 RS i 4
AR T IO R, A 2 HAG 502505 (MUSIC) X CSI ] 3 41 ¥ B 7 22 8 1F
ATRFAE A8, ) A 0 3 ) g M 7 2 () [ LE A PR R U AR AR AR 8, i i v 436
N B A7 PRI ARASE 22 788 A 1R AT N ARSI P ) T AE P AN M R f 38 N IR EE (i RIER S gk AT
VAL, S5 SR PRI EE(FP) A 1.07%,  “FIEMEBIVE(EN) N 1.87%.45 B4 W% )5 1 hE%
AR BRI AR T ARG BE R, 2y R G I  k

A NMRAI il FERESER: ZEGESREE Gk

Training-free intrusion detection using channel state

information of Wi-Fi signals
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(Department of Information, Yunnan University, Kunming 650500, China)
Abstract: With the rapid development of wireless communication technology, Wi-Fi has been
widely used in public and private fields. The wireless device-free passive human detection
technology has broad application prospects in the field of home automation. Considering that
the existing solutions are difficult to explain the huge performance differences in different
scenarios, this paper introduces a training-free intrusion detection using channel state
information of Wi-Fi signals, Which exploits the fine-grained channel state information (CSI) on
Wi-Fi devices to capture the minor variations caused by human movement. To amplify such
variations, the multiple signal classification algorithm (MUSIC) is used to decompose the
covariance matrix of the CSI time series, and the orthogonality of the signal angular velocity
vector and the noise subspace is used to extract the path change speed. and by calculating the
phase difference of the corresponding path judges the intrusion detection We implemented our
human detection method in two typical indoor environments (i.e., a meeting room and a
laboratory) and the results demonstrate an average false positive (FP) of 1.07% and an average
false negative (FN) of 1.87%. The experimental results show that the proposed method can
effectively eliminate the influence of environmental changes on detection accuracy and improves
the robustness of the system.
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