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Research on Detection Methods of Phishing Websites Based on

Improved Random Forest Algorithm
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(1 School of computer science and technology, China University of Mining and Technology,
XuZhou 221116, China;
2 Mine Digitization Engineering Research Center of the Ministry of Education, XuZhou 221116,
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3 State Key Laboratory for Novel Software Technology, Nanjing University,Nanling 210023,
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Abstract: In order to improve the efficiency of phishing detection, a new algorithm was proposed
to improve the traditional random forest algorithm. Potential association rules between web
features are mined and used to partition the data set,in order to distinguish the features of
different structures and calculate the weight of different data space to determine the scale of the
selection. After selection of data, training data sets need to be aggregated and clipped to
optimize the establishment of forests. Websites are trained and predicted using voting in decision
forest. Experiments result shows that the new algorithm has obvious advantages in efficiency and
effectiveness compared with the other two algorithm.
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