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摘  要：针对 BP 神经网络和 SVM 这两种机器学习算法中存在参数选择困难和时间开销较大

的问题，本文提出了一种基于随机森林的硬件木马分类方法.首先，将硬件木马检测转化为

二元分类问题，对芯片的能量消耗进行多次采样，再通过 PCA 对功耗曲线进行特征提取，

最后利用随机森林分类模型对特征向量进行分类，达到检测硬件木马芯片的目的.实验结果

表明，经 PCA 处理的相同硬件木马数据，随机森林的判别准确率与 BP 神经网络相比提高了

9.13%，与 SVM 方法相比判别准确率提高了 15.96%.而相比其他两种方法，时间开销也降低

了 8 倍左右. 
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Abstract： Aiming at the problem of parameter selection and time overhead for BP neural 

network and SVM algorithms, this paper proposes a Hardware Trojan classification method based 

on Random Forests. Firstly, the Hardware Trojan detection problem is modeled as a binary 

classification problem and the power consumption of the chip is sampled several times. Then the 

characteristics of the power consumption curve are extracted by the PCA (principal component 

analysis). Finally, RF (Random Forests) classification model is used to classify the feature vectors 

in purpose of identifying Hardware Trojan chips. The experimental results show that, considering 

the same Hardware Trojan horse data processed by PCA, the discrimination accuracy of RF is 

improved by 9.13% compared with the BP neural network. Compared with the SVM(support 

vector machine) method, the discrimination accuracy is increased by 15.96%. Compared to the 

other two methods, the time cost of RF is reduced by about 8 times. 
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