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摘要： 针对传统的边信道检测模型容易受到工艺偏差的影响，提出了一种集成在电路内部

的检测方法，该方法将电路内部难以直接测量的待测信号转化直观的量化值输出，并通过后

续的降噪、降维、分类算法的处理，实现硬件木马的检测.与传统信道检测方法相比，本检

测方法的最大特点是：（1）有效的避免工艺偏差的影响；（2）即使木马尚未激活也能检测木

马的存在；（3）能实现对木马位置的定位.FPGA 实验表明，对 Trust-hub 上的 RS232 木马电

路能显著提高检测结果. 
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Abstract： Aimed at the problem that the traditional side channel detection model is easily 
influenced by the process variation, a detection method integrated in the circuit is proposed. This 
method converts the signal which is difficult to be directly measured in the circuit into an intuitive 
quantization value of output, and through denoise method, dimension reduction, classification 
algorithms to achieve the detection of hardware Trojan. Compared with traditional side channel 
detection methods, the most prominent feature of this detection method is: (1) effectively avoid 
the influence of process variation; (2) Trojans can detect the presence of Trojans without 
activation; (3) achieve the location of the Trojan′s position. FPGA experiments against RS232 
hardware Trojan circuit on Trust-hub demonstrate that, this method can significantly improve the 
detection result about Trojan. 
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