—FHEEXT SM2 FUEE RRAVERIFT R SPA By

EorkE L, B2, ZNE 1, Beic 2, XEE3
(1 FEEBMETERRGARAT, i 200433; 2 FEESIEAIIREE, Jba
100192; 3 EMTHEHE AT HAREM T, T8 841 750002)

W MT RSASIEEL, SM2 1EFFEM) 2008 N R E RS AKE, FItEE
AF R BIREZ R GE RN T SM2 N 2e 40t AR 7S H 2 A B A PuiiE Bt
REJT) SM2 s RSV A SCHR H 1 — b T 28 Al (R 284 15 B DB 0 AT 70, RS
(P AR By B S IR AT 25 B B e S IR 45 R I, T A R — Sk TFE M 4k, BRI #E LA
B YRR SMI2 BB RIS A SCAB A H T LR AT DAHRARNZ B0 B 4 7 V.

HEIE]:  SM2; SPA; FEEFIFIMTE; kil

HE 5255 TP393.08

SCHRFRIRAS: A

Y E 45 :  1000-7180(2018)08-0026-05

A Novel SPA Attack on SM2 with Regular Point Multiplication
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Abstract: Compared with the RSA, the shorter key length is needed in the same security strength,
so SM2 is more suitable for the application to the resource limited smart card. For the security of
application of SM2, people study the variety point multiplication algorithms with countermeasures
to resist the side channel attacks. This paper proposes a new simple side-channel analysis (SPA)
method based conditional subtraction to attack two usual SM2 algorithms with countermeasures.
Experimental results show that this method only needs a power trace, which can be used to break
the SM2 key in a few seconds. At the same time, this paper also demonstrates some
countermeasures to resist the attack.
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