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摘要： 功耗感知隐藏技术（PAH）是一种低功耗的抗功耗攻击方法，用于 AES 算法的 S
盒保护显示了安全性和能量效率上的优势.SM4 是我国自主设计的专用分组密码算法，在芯

片实现中同样需要进行侧信道攻击防护.本文采用 PAH 技术，设计实现了 SM4 算法的 S 盒，

设计了适用于 SM4 算法的补偿方案，并给出了自动化设计实现流程，将 PAH 技术推广应用

到了 SM4 算法的 S 盒，版图后仿真结果表明所实现的 SM4 S 盒相对于其它方法功耗延时积

降低了 76%，安全性达到与 AES S 盒电路相近的效果，证明了 PAH 方法的通用性. 
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Abstract： Power-aware hiding (PAH) is a low power and anti-power-analysis method. It shows 
the advantages in terms of security and energy efficiency when used for S box protection of AES 
algorithm. SM4 is a special block cipher algorithm designed independently in our country, and the 
protection of side channel attacks is also needed in the implementation of the chip. In this paper, 
the S box of SM4 algorithm is designed and implemented by using PAH method. The 
compensation scheme for SM4 algorithm is designed and the design flow of automation is given. 
The PAH technology is extended to the S-box of SM4 algorithm. The post-layout simulation 
results show that the power delay product of the implemented SM4 S box is 76% lower than other 
methods. And the security is similar to that of the AES S-box circuit. The generality of the PAH 
method is proved. 
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