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摘  要：近年来，恶意程序的隐身性越来越强.针对这个问题，提出了一种基于系统管理模

式（System Management Mode, SMM）的隐藏进程检测模型（SMM-based Hidden process 

Detection model, SHPD）.该模型能够有效地检测系统中的隐藏恶意进程，同时保证自身的透

明性.模型包括客户端和监控端两部分.客户端运行在 BIOS 中，利用内外语义信息建立操作系

统进程的多个视图，将建立的视图发送到监控端.监控端通过对比视图间的差异，识别出隐

藏的恶意进程.在提出的 SHPD 模型理论支持下，搭建了实验原型系统，并进行了功能测试和

分析，实验结果证明了该模型的有效性. 
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Abstract：In recent years, the stealth of malware is getting stronger and stronger. In this paper, a 

SMM-based Hidden process Detection model (SHPD) is proposed. SHPD can effectively detect the 

stealthy process in system while ensuring its own transparency. SHPD consists of two parts: the 

client and the monitor. The client, which implemented in BIOS, uses both internal and external 

semantic information to establish multiple views of processes in OS and sends those process 

views to the monitor. The monitor identifies the stealthy process by comparing the differences 

between the views. In the paper, we build a prototype system under the support of the SHPD 

theory, and conduct functional testing and analysis. The experimental results verify the feasibility 

of SHPD. 
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